
7 05 1 237 2700 1 ^ - & ( "1 / 12) , 

[mm%) mm 
[mi] 



F I &: 1 



DIGITAL 

sioe 

APPARATUS 



DIGITAL 

Signer 

S I DE- 
APPARATUS 



DiOlTAL 
Sl&NATURe 

VERIFIER 
SIDE 1 

APPARATUS 



K< J 




AA^DIATOPx 
Si D£ 
APPARATUS 



PURCHASER 
51 DE- 
APPARATUS 




PURCHASER 

S I DC- 
APPARATUS 




n 



0 5 1 2 37 2 700 1 



^ - is ( 2/12) 



[0 2) 



FIG. 2 



1 8 



11 12 

V A 



CPU 



RAM 



2 0 



EXTERNAL 
ST OR AGS 
DEV iCB * 



1 NTfRFACe 



nr^n 



COMMOM l - 

CATION 

DEVICE 

7[n — 



I N POT 
D^V'»C& 



iC CARD 
CONM^CTl^ 



"TO NETWORK 

f 16 




DiSpLAy 
DEVICE- 



READING 
DEVICE 



1 3 

COMPUTER Q.j 

. . 14 



I C C/\RD 



1 9 



17 II 




1 5 



2 2 



7 Q5 1 237 27001 

[13] 



FIG. 3 



( 3/12) 



SIGNATURE 
GENERATION 
PROCESSING 
SECT ION 221 i 




1 2 2 2 




I C CARD 2.2. 



RAM 



2 2 3 



I/O 



1 



2 2 4 



TO IC CARD 
CONME'CTI N<s» 

*7 device iq 



E E P ROM 



signature ©enefiATi nq- 

PROGRAM 2.2.31 



secReT Key aa'is. 



pu&uc Key 

CERTI F I CKTE 2233 



loq-2235 



HASH VALUE 
OF MESSAGE 

m. . M 


SIGNATURE • 

W TO 

.AAB^eAGE N 


PURCHASER. - 
(%) r* A ME- 


HASH VAUOE 
OE MeSSA^-E 

nt\ M - I _ . - 


SI GN" AT ORB 
MtSSAGE N-l 


PURCHASER 




HASH VALUE 
OF MESSAGEl 


SI GNATURE 

(0) TO i 
MESSAGE I 


PURCHASER 
'3} NAME 





7 7 -f )\* = 051 237 27001 



DIGITAL SIGNER 
SIDE- APPARATUS i-^tO 



FIG. 4 



( ; Start 



ASK tC CAftD 

T O 

CREATE- S\6riAT0RE- 






GENERATION OF 
S I GMATURE 






RBGiSTBR 
SIGNATURE LOG 
WITH LOG TAB LB 







S6101 



S6102 



S6103 



TRANSMIT MESSAGE 
With S»GN/\TOfcS 
ATTACHED THERETO 



S6104 



K - j? ( A/ 12) 



PURCHASER. 
SI DE 
APPARATUS 3 




if) 

.. V) 



( start j 

j S6O01 



R eGlvJEST MESSAGE 
SUPPLIER TO 
TRANSMIT MEfi^A^ 



S6002 



„ IS KfD 



YES 



S6003 



VERIFICATION OF 
SIGNATURE 



S6004 




S6005 



accept 

SIGNATURE - 
A-n-ACHeO 



DISCARD 
SIGNATURE 
-ATTACHED 
MgSSAGg 



«9- 



, L 

(end 



S6006 



77^ = 05123727001 



* - V ( 5/ 12) 



[0 5] 

PURCHASER £,| De 
APPARATUS. 3 



Q START ") 



FIG. 5 



S7001 



I 



TRANSMIT 
^ICrNATURE- 
VERiFi CATIOM 



S7002H* 




NO 



S7003 



V 



YES 



OUTPUT 

Ve-RITMCATIOM 
R6-SULTS 



DKrlTAL SIGNATURE- 
VFR|FI&R SIDe APPARATUS! 



(DIGITAL SIGNE-R SID6- 
APPNRATUe 4 



S7101 



START ^) 



first- staqc 

SiGKATURe 
VERIFICATION 



S7102 



S7108 



S7103 




S7104 




second- STAq-e 

V^RlFi CATION) 



S7106 




'TRANSMIT 



OK J S7107 



TRANSMIT 
OK Re6ULT 



S7109 




YES J S7202 



TRANSMIT 
SlCrNATURE 
LOCr LIST 



S7203 




NO 



S7204 



OUTPUT 
V/BR I F» CATION 
LTS 



c 



•END 



0j> 



C END ^ 



7?Q = 0 5 1237 2 7001 



* - ~J ( 6/ 12) 



[06] 



FIG. 6 



PURCHASER 
APPARATUS 3 



S8201 



NO 

"is neauesT for* 

vSi GN ATURE-ATTACKe 
MESSAGE „<~rJ 

^ACCepTEOT 

S8202 

YES 



TRANSMIT 1 
S | G HATU R6- ATTACH E D 
MESSAGE I 



V 



S8203 



peRFORVt S r7002 
THROUGH S <70o3 



3 



cm 



f S> 

DIGITAL SIGNATURE 
A P P A RAXliS-A^ ^ 

S8101 



ReGUeST TRANS- 
MISSION* 0*=" 
SIGNATURE 



ATTACH eo 



S8102 



NO 



3 1 © N ATO Re- ATTACHE 
Receive 

YES' 38103 



P&RFORM STiOl 
THROUGH 5H i 09 



f END ; 



^ CO 
D I Gi'TAU SlGNeft 

SIDE- APPARATUS 1 



(start) 



I 



S80O1 



TRAN5MI . rt 



S8002 



Perform 5120 > 



(gNO J" 



- <3 , 



77^b - 051 23727001 



^ - ( 7X12) 



[0 7] 



CO 



M 



CO 
(N 

<: 
J- 

O 
o 
—i 

Uj 

or 
o 

I- 

< 

© 



6 



23 



< 

21 

JZ - 
3 



D 



h » 

z. 

Q. 

■z. 

c <C 

U/ vl) 4> 
tr r> C5 
o o < 

lis 

(S) w 



UJ o 
\JJ 



< 



p, £ It. 

& 3: O 



UJ h g 



IS 



i 

a. 



i » 

\U o © 



< 



"z. ^ <- • 
_ or 



_i < 

< vft 

Q 



O CO 



Lb H 
a. o 



t*7 



Oj 

>< 
n 

a. 



O 



a: c ^ 

° ° ^ 

< — tf) 

^ > \D 



LU 

3> Lb 

< <C 
> 

x * 

X o 



vn ^ 6j 
o co 
> < 

in h ^ 

2? S% 



u 

OCT 
UJ 



o 

c — 
rr vD 



-«= ID 
0/ CD 

o 



Uj 



< — 
2 



# 



7 y -j )V = 051 237 27 001 



V ( 8/ 12) 



[08] 



(J J 



J 



PURCHASER' SiDe , 
APPARATUS 3 



(PyRCHA£>eR WHO 'v.- 
Re&vesrS \/E-RiFiCAT iniJ 

( start ^ 



SI 1001 



TRANS? A\ I T 

Signatory 

VERIFICATION 



S11002 




S11003^es 



OUTPUT 

VERIFICATION 
RESULTS 



/ /a) 

UBURCHftSZR WHO Db^S Nert 
\~R-&QU£ST V*filF/CAT/6N J 

S11101 



^ F OR SfcfNAT 
.-ATTACHED 
\* Vle3SA<r& , 

XT* ANS Art ISSlOAi NO 

— ■ > %Rece itfeoo 



YES 



TRANSMIT 
Attach e-D 



FIG. 8 



Jo 



OIQ-ITAL SIGNATURE VERiFieR 
SIDE APPARATU6 5" 



S11201 



S11202 



S11203- 




OP SIGNATURE- | 



S-11204 




SI 1214 



ou ^ J fs/^An,'/?^ v&?/f/ca Ttori 

S11206 




TPANSMfSSfON of 
SENATORS -ATTACHED 




S11210 



S11211 

d- 

T-ouffrH-STAQ-e 

Si<5-flJATUA& 
VlZ-RiFjCATfON 



S11216 



S11217 
SU212 "r 1 



TRMSMrr 
n$rbsuLt 



WTHe^rtcm 
fOK 



TRANSMIT 



TRANSMIT- OK 



S11213 



DIGITAL 3\<^HBR 
SIDE- APPARATUS 1 




TRANSMIT 
SiGrNATURE- 
LQQ- LIST 



S11302 

cL 



S11304 




S11305 



OUTPUT 

VERIFICATION 

ReSULT^ 









-y T -f )\> = 0 5 1 237 27001 



^ - y ( 9/12) 



[0 9] 



FIG. 9 



APPARATUS 3 
( <y) 

Q Start J 



„• 



S12201 



YES 



TRANSMIT SAID 
MESSAGE 



DIGITAL SIGNATURE 
V'ERI'FI'&R SIDB 
APPARATUS £^.,Q.) 

s L^p)' 

I S12101 



Request trans- 
mission o f 
Sf&N firoRt - ^ 
ArrACHVP MZSSAfrB 



it S12102 



PERFORM SK002 
THROUGH SK003 



S12204 




(p3 
Or) 

DIGITAL StS-NBR 
SfDB APPARATUS f 



Qstart^) 



■ s 



S 12001 



TRANSMfT 
VBRiFlCA-riON 



S12002 



P&R FORM 
SU30I 
*THRGU<rH 
S//3Q5- 



,-JL, 



,0) 



-0%." 



7 7 -f ;i/ = O5 1 23 7 27 0O1 



^ - s; ( 10/ 12) 



(110) 



1: 



erf 

- co h 

^> CL 



< 



CD 
O 

00 



o 
o 
to 

CO 



m 
o 
o 
vn 

r-i 
CO 





O <^ 

0 o 

1 5 
o ^ 
U- o 
C£ 

a- h- 








II 

03 Co 

^ 3: 

o§ 

q: cc 
Uj i 


i 

► 


— ► 


^ 


— c- 





o 
■z 



O 

T— I 

l-H 





7 7 A ;U = 0512372 

[Ell] 

PURCHA5E-R SIDE 
A P PAR AT L> 6 3-,, 

( y 

( STARt) 



7001 



^ - ^ ( 11/ 12) 



S 16001 



PERFORM S100) 
THft0OGH5f]0Q3 



I 



t 



(g MP ) 



FIG. 11 



DIGITAL. SI6MAT0R€ 
VERIFIER SIDE APPARATUS 



(START*^ 

_T_ 



S16101 



ReC0v/eR SIGNATURE- 
Ai^D TIME DATAj 
FROM TIMESTAMP 



S16102 




NO 



S16104 



S16105 



perform shioi 

THROUGH STI09 



/ UP 
DIGITAL. SI ! BN6R S\OE 
APPARATUS 1..,. 

- t .>•' > 



(start) 



S16201 



PERFORM 59201 
THROUGH 37401- 



■CD 
13 .) 



c 



\V3) 

e n p j 




7 7 <f ;U = 05 1 2372700 1 ; ; /< - V ( 12/ 12) 

[012] 

FIG. 12 



2235 

SIGNATURE LOG TAB Le 2234 ]j 



■ «^00 

HA6H VALUE- 


SIGNATURE TO 
A/IE£6ACrE N 


G 

pURCHA6e^R 
NAME- 


Tl ME^TAMf 


HA^H VALUE- 
Of 1 A/ie6£A<Sre 
N - < 


SIGNATURE- TO 
Me££>a<=tE> N- < 


PURCHASER- 
NAMe 


No ertTRy 






H/VbH VALUE- OF 
Me£6A<5re N- m 


SIGNATURE TO 
N)B££A<*E N-m 


Purchaser 
N AMe 


tia/ieStamP 


HASH VALUE OF 
MESSAGE n-m-J 


SIGNATURE- TO 
ME56 ACj-E N~ m- 1 


pURcHA&eR 
NAME- 


NO ^MTRV 






HA6H VALUE- OF 
A/\E66A<tE 2. 


(p ) C/3> 

SlGrNATURE TO 
MEi36A<q-E- 2. 


PURCHA^K 


CIO 

tsio e^TRV 


HA6H VALUE- . 
OF ME££A6rE- 1 


SIGNATURE- TO 


PuRCHA6eR 


Oft 

time-Stamp 





